randexamples.nb

NIST 800-22 Test Cases

Nick Galbreath
Version 2 -- 07-Jul-05
http://modp.com/releasénist800-22/

All examples intheNIST 800-22specificatiorare recreated and checkaghinst my implementation

Status
Everything seems taork, withthe possibleexception othe spectral testl can not match the examplestie spec, b

1. Monobit Frequencyest-- ok

2. Block Frequencyest- ok

3. RunsTest-- ok, tau parametarot implemented

4. Longest Run$est-- ok, slightdifference due tgrecision

5. Matrix -- ok, possible numericgirecisionerrorin text.

6. Spectral -- Seems to work, but I can't match the intermediate results.

7. Non-overlapping template -- ok -- G-SHA-1 test is not complete, but othdowlse OK

8.0verlapping-ok, texthas bad example

9. Mauers-ok, but need tamplement mairexample

10.Lempel-Ziv-- ok, but | get an off-by-oneount inmain example

11.Linear Complexity-- ok

13 ApproximateEntropy --ok

14. Cummulative Sums -8k, slight numerical deviatatioim simple exampleMain example is same apecifiaction.
15.Random Excusions -- ok, pifible is exact, while specificatiarses4 digits ofprecisioncausingslight discrepancy
16.Random Excursions Variant-- ok, exact

Sample Data

1. MonobitFrequencyTest

= Example 2.1.4

c = MonobitFrequencyTest["1011010101"];
TableForm[{{"s,", sn}, {"sobs s N[sobs]}, {"P-value", N[pval]}, {"Conclusion'

Sn 2

Sobs 0.632456
P- value 0.527089
Conclusion True

= Example 2.1.8

c = MonobitFrequencyTest[sampleString];
TableForm[{{"s,", sn}, {"sobs s N[sobs]}, {"P-value", N[pval]}, {"Conclusion'

Sn -16
Sobs 1.6
P- value 0.109599

Conclusion True
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2. BlockFrequencyTest

= Example 2.4.2

c = BlockFrequencyTest["0110011010", 3];

TableForm[{{"pi", SequenceForm[freq]}, {"x2"

, N[chisqr]}, {"P-value", N[pval

pi {% % %)
c? 1.
P- value 0.801252

= Example 2.2.7

c = BlockFrequencyTest[sampleString, 10];
TableForm[{{"x2", N[chisqr]}, {"P-value", N[pval]}}]

c? 7.2
P- value 0.706438
3. RunsTest

= Example 2.3.4

c = RunsTest["1001101011"];
TableForm[{{"pi", pi}, {"Vopbs , Vobs}, {"P-value", N[pval]}, {"Conclusion",

pi <

Vobs 7
P-value 0.147232
Conclusion True

= Example 2.3.8

c = RunsTest[sampleString];
TableForm[{{"pi", N[pil}, {"Vops", vobs}, {"P-value", N[pval]}, {"Conclusion

pi 0.42
Vobs 52
P- value 0.500798

Conclusion True
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4. LongestRunOfOnesTest

= Example 2.4.8

data =
"1100110000010101011011000100110011100000000000100100110101010001000100111
011111001100111001101101100010110010";
c = LongestRunOnes8[data];

Print["Blocks = ", blocks];
Print["Counts = ", counts];
Print["Freqs = ", freqgs];
Print["x? = ", chisqr];
Print["P-value = ", pval];
Print["Conclusion = ", c];

Blocks = {11001100, 00010101, 01101100, 01001100, 11100000, 00000010, 01001101
ooo10011, 11010110, 10000000, 11010111, 11001100, 11100110, 11011000, 1011001

Counts = {(2,1,2,2,3,1,2,1,2,2,1,3,2,3, 2,2}
Fregs = {4, 9, 3, 0}

c? = 4.88261

P-value = 0.180598

Conclusion = True

5. BinaryMatrixRankTest

= Example 2.5.4

c = BinaryMatrixRankTest["01011001001010101101", 3, 3];

TableForm[{{"n", n}, {"fm", fm}, {"fml", fml}, {"x2", N[chisqr]}, {"P-value"
{"Conclusion", c}}]

n 2

fm 1

fml 1

c? 0.596953
P-value 0.741948
Conclusion True

= Example 2.5.8

I'm unableto explain how the specification sag$ = 1.2619656while | get 1.26258.1 assume it's a precision issue.
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c = BinaryMatrixRankTest[eDigitsString];
TableForm[{{"n", n}, {"fm", fm}, {"fml", fml}, {"x?", N[chisqr]}, {"pval", N
{"Conclusion", c}}]

n 97

fm 23

fml 60

c? 1.26258

pval 0.531905

Conclusion True
6.SpectralTest

= Reason you need at least 1000 bits

Thisclearly a non-random sequenbat the result is true.

c = SpectralTest["1010101010"];

dst

s

TableForm[{{"t", N[t]}, {"nl", nl1}, {"nO", nO0}, {"d", d}, {"P-value", pval},
{"Conclusion", c}}]

{0.+0.4,0.+0.4,0.+0.4&, 0.+0.4a, 0.+0.4a, 10.+0.4, 0.+0.4&, 0.+0.4a, 0.+

{0., 0., 0., 0., 0.}

t 5.47723
nl 5

n0 4.75

d 0.512989
P- value 0.607959

Conclusion True
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= Example 2.6.4

c = SpectralTest["1001010011"]

str2
dst
s

TableForm[{{"t", N[t]}, {"nl", nl1}, {"nO0", nO0}, {"d", d}, {"P-value", pval},
{"Conclusion", c}}]

True

{11'11'11 lr']-l 11'11']—! 1! 1}

{0.+0.4, 1.61803+1.175574&, 1.38197+4.253254, -0.618034+1.902114, 3.61803
-2.+0.8, 3.61803+2.628664, -0.618034- 1.902114, 1.38197- 4.253258, 1.6180

{0., 2., 4.47214, 2., 4.47214}

t

nl

n0

d

P-value
Conclusion

= Example 2.6.8

5.47723

5

4.75
0.512989
0.607959
True

My results do noinatchthosein thetext, although the finakesult isthe same.

c = SpectralTest[sampleString];
TableForm[{{"t", N[t]}, {"nl", nl}, {"nO", nO}, {("d", d}, {"P-value", pval},
{"Conclusion", c}}]

t

nl

n0

d

P-value
Conclusion

17.3205
48

47.5
0.324443
0.745603
True

= Large Random Sample

c = SpectralTest[RandomBinaryString[4096]];
TableForm[{{"t", N[t]}, {"nl", nl}, {"nO", nO}, {("d", d}, {"P-value", pval},
{"Conclusion", c}}]

t

nl

n0

d

P-value
Conclusion

110.851
1939
1945.6
-0.669163
0.503391
True
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7. NonOverlappingTemplateMatchingTest

= Example 2.7.4

c = NonOverlappingTemplateMatching["10100100101110010110", "001", 10];
TableForm[ {

{"N (Number of Blocks)", Length[blocks]}, {"W1l", counts[[1]]}, {"W2", coun

2n 2n

{"u", avg}, {"o°", var}, {"x°", chisqr}, {"P-value", pval}, {"Conclusion",

N (Number of Blocks) 2

Wl 2

W2 1

m 1.

s? 0.46875
c? 2.13333
P- value 0.344154
Conclusion True

= Example 2.7.8

c = NonOverlappingTemplateMatching[gshal, "000000001"];
TableForm[ {
{"N (Number of Blocks)", Length[blocks]}, {"W;", SequenceForm[counts]}, {"L

{"o%*", var}, {"x%?", chisqr}, {"P-value", pval}, {"Conclusion", c}}]

N (Number of Blocks) 7

W3 {259, 229, 271, 245, 272, 262, 259}
255.984

s? 247.5

c? 5.5966

P- value 0.587559

Conclusion True
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8. OverlappingTemplateMatchingTest

= Example 2.8.4

c = OverlapingTemplateMatching["10111011110010110100011100101110111110000101
11", 10, 5];
TableForm|[ {
{"m (template length): ", m},
{"N (number of blocks): ", bigN},
{"Blocks", SequenceForm[blocks]},

{"Freq Counts: ", SequenceForm[v]},

{"Pi", SequenceForm[pil]},
{"A", lambda},
{"n", eta},
{"x%2", chisqr},
{"P-value", pval},
{"Conclusion", c}
}]
m (template length): 2
N (number of blocks): 5
Blocks {1011101111, 0010110100, 0111001011, 1011111000, O
Freq Counts: {0, 2,0,1,1, 1}
Pi {0.324652, 0.182617, 0.14267, 0.106645, 0.0771474,
I 2.25
h 1.125
c? 5.05144
P- value 0.409635

Conclusion True
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= Example 2.8.8

c = OverlapingTemplateMatching[eDigitsMillion,

TableForm[ {
{"m (template length): ", m},
{"N (number of blocks): ", bigN},
{"Freq Counts: ", SequenceForm[v]},

"111111111"];

{"Pi", SequenceForm[pi]},
{"A", lambda},
{"n", eta},
{"X2"I chisqr},
{"P-value", pval},
{"Conclusion", c}
}]
m (template length): 9
N (number of blocks): 968
Freq Counts: {329, 164, 150, 111, 78, 136}
Pi {0.367879, 0.18394, 0.137955, 0.099634, 0.0699354,
I 2.
h 1.
c? 8.96586
P-value 0.110434
Conclusion True

9. MaurersUniversalStatisticTest

= Example 2.9.4

c = MaurersUniversalStatisticTest["01011010011101010111", 2, 4];

TableForm[{{"k", k}, {"sum", sum}, {"fn",
k 6

sum 7.16993

fn 1.19499

P- value 0.767189

Conclusion True

= Example 2.9.8

This depends on data fro@®-SHA-1,which | haven't generated yet

fn},

{"P-value", pval},

{"Conclus!:
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10. LempelZivCompressionTest

= Example 2.10.4

c = LempelZivCompressionTest["010110010"];
TableForm[{{"wops ", wobs}, {"P-value", pval}, {"Conclusion", c}}]

Wobs 5
P- value 1.093888636457085 107 14923332
Conclusion False

= Example 2.10.8

Spechaswqps 2569559

Timing[c = LempelZivCompressionTest[eDigitsMillion]]
TableForm[{{"wops", wobs}, {"P-value", pval}, {"Conclusion", c}}]

{132.515 Second, False}

Wobs 69558
P- value 0.000381679
Conclusion False

11. LinearComplexityTest

= Example 2.11.4

Notethat in the text2.11.4 sections 5-7 do not hate example worked out.

c = LinearComplexityTest["1101011110001", 13];
TableForm[{{"blocks", blocks},

{"Linear complexity", 1lc},

{"u", N[avg]},

{"Ti", N[t]},

{"v;", SequenceForm[v]},
2

{"x“" , chisqr, " (not in example)"},
{"P-value", pval, " (not in example)"},
{"Conclusion = ", ¢, " (not in example)"}}]
blocks 1101011110001
Linear complexity 4
m 6.77722
Ti 2.99944
Vi {0, 0,0,0,0,0, 1}
c? 47.1232 (not in example)
P-value 1.7682p110°8 (not in example)

Conclusion = False (not in example)
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= Example 2.11.8

Timing[c = LinearComplexityTest[eDigitsMillion, 1000]]
TableForm[{{"v;", SequenceForm[v]}, {"x2", chisqr}, {"P-value", pval}, {"Con

{164.074 Second, True}

Vi {11, 31, 116, 501, 258, 57, 26}
c? 2.73011

P-value 0.841878

Conclusion True

12. SerialTest

s Example 2.12.4

c = SerialTest["0011011101", 3];
TableForm|[ {

{"¥a", N[ psiml]},

{"¥a2 ", N[psim3]},

{"vyg", N[d1]},

{"Vig_,", N[d2]},

{"P-value", SequenceForm[N[pval]]},

{"Conclusion", SequenceForm[c]}

}]

y2 2.8

Va2 0.4

Oy2 1.6

Y2, 0.8

P- value {0.808792, 0.67032}
Conclusion {True, True}

= Example 2.12.8

c = SerialTest[eDigitsMillion, 2];
TableForm|[ {

{"¥a", N[ psiml]},

{"¥a2", N[psim3]},

{"vyg", N[d1]},

{"V¥a.", N[d2]},

{"P-value", SequenceForm[N[pval]]l},

{"Conclusion", SequenceForm[c]}

}

y2 0.343128

Va2 4.

Oy2 0.339764

Y2, 4.3364

P- value {0.843764, 0.0373056)}

Conclusion {True, True}
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13. ApproximateEntropyTest

= Example 2.13.4

c = ApproximateEntropyTest["0100110101", 3];

TableForm[{{"£f1", £1}, {"f2", £2}, {"phil", N[phil]}, {"phi2", N[phi2]},
{"ApEn", N[apen]}, {"x*"

001

010

011

100

101

110

0011
0100
0101
0110
1001
1010
1101

phil -1.64342
phi2 -1.83437
ApEn 0.190954
c? 10.0439
P-value 0.261961
Conclusion True

, N[chisqr]}, {"P-value", N[pval]}, {"Conclusion",

f1l

£2

FWRRNRRE FPWORFRWRE

= Example 2.13.8

c = ApproximateEntropyTest[sampleString, 2];
TableForm[{{"ApEn", N[apen]}, {"x?", N[chisqr]}, {"P-value", N[pval]}, {"Cor

ApEn 0.665393
c? 5.55079
P-value 0.235301
Conclusion True

14. CummulativeSumsTest

= Example 2.14.4

c = CumulativeSumsTest["1011010111"];
TableForm[{{"z", 2z}, {"P-value", N[pval]}, {"Conclusion", c}}]

z 4
P- value 0.411585
Conclusion True
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= Example 2.14.8

c = CumulativeSumsTest[sampleString];
TableForm[{{"z", 2z}, {"P-value", N[pval]}, {"Conclusion", c}}]

z 16
P- value 0.219194
Conclusion True

15. RandomExcursionsTest

= Example 2.15.4

c = RandomExcursionsTest["0110110101"];

Print["Cumulative Sums = ", cumsum];
Print["Cycle Positions = ", cyclePositions];

Print["Cycles = ", cycles];

Print["Number of Cycles = ", jl;
Print["State Table = ", TableForm[stateCyclesTable]];

Print["x? = ", chisqr // N];
Print["P-values = ", pval // NJ;

Print["Conclusion = ", c];

Cumulative Sums = {0, -1,0,1,0,1,2,1, 2,1, 2, 0}
({1, 3}, {3, 5}, {5, 12}}

Cycles = {{0, -1, 0}, {O, 1, O}, {O,1,2,1,2,1,2,0}}

Cycle Positions

Number of Cycles = 3

State Table =

W W NN FEDNDWWWw
O O O B B O O O
O O O O O O o o
O O B P O O O O
O O O O ©O O o o
O O O O O O O o

c? = {0.428571, 0.6, 1., 1., 4.33333, 8.25926, 0.6, 0.428571}
P-values = {0.994506, 0.988003, 0.962566, 0.962566, 0.502488, 0.142514, 0.9880

Conclusion = {True, True, True, True, True, True, True, True}
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= Example 2.15.8

c = RandomExcursionsTest[eDigitsMillion];
TableForm[Transpose[{{-4, -3, -2, -1, 1, 2, 3, 4}, N[chisqgr], N[pval], c}]]

-4 3.8357 0.573306 True
-3 7.31871 0.197996 True
-2 7.86193 0.164011 True
-1 15.6926 0.00777872 False
1 2.43087 0.786868 True
2 4.79891 0.440912 True
3 2.35704 0.797854 True
4 2.48877 0.778186 True
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16. RandomExcursionsVariantTest

= Example 2.16.4

c = RandomExcursionsVariantTest["0110110101"];

Print["d = ", j1;
Print["freq = ", freq];
Print["pval, x=1 = ", N[Select[pval, #[[1]] ==1&]]];

Print["Conclusion =
TableForm[N[pval]]

r C1;

J =3
freq = {{1, -1}, {2, 0}, {4, 1}, {3, 2}}
pval, x=1 = {{1., 0.683091}}

Conclusion = {{-9, True}, {-8, True}, {-7, True}, {-6, True},
{-5, True}, {-4, True}, {-3, True}, {-2, True}, {-1, True}, {1, True}, {2, True
{3, True}, {4, True}, {5, True}, {6, True}, {7, True}, {8, True}, {9, True}}

-9. 0.766433
- 8. 0.75183
-7. 0.734095
-6. 0.711923
-5. 0.683091
-4. 0.643429
- 3. 0.583882
-2. 0.4795
-1. 0.414216
1. 0.683091
2. 1.

3. 0.583882
4. 0.643429
5. 0.683091
6. 0.711923
7. 0.734095
8. 0.75183
9. 0.766433
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= Example 2.16.8

c = RandomExcursionsVariantTest[eDigitsMillion];
TableForm[{{"Jd", j}}]
TableForm[Map[N[{#, getFreq[freq, #], Cases[pval, {#, _}1I[[1, 2]1],
Cases[c, {#I _}] [[11 2]]}] & ’ {_91 _81 _71 _61 _51 _41 ‘31 _21 _11 ll 21 3

J 1490
-9. 1450. 0.858946 True
-8. 1435. 0.794755 True
-7. 1380. 0.576249 True
-6. 1366. 0.493417 True
-5. 1412. 0.633873 True
-4, 1475. 0.917283 True
- 3. 1480. 0.934708 True
-2. 1468. 0.816012 True
-1. 1502. 0.826009 True
1. 1409. 0.137861 True
2. 1369. 0.200642 True
3. 1396. 0.441254 True
4. 1479. 0.939291 True
5. 1599. 0.505683 True
6. 1628. 0.445935 True
7. 1619. 0.512207 True
8. 1620. 0.538635 True
9. 1610. 0.59393 True
Change Log

= 26-Jun-05

Initial

= 06-Jul-2005

Typographical/Layouthanges
Addedinitialization toappropriate cells

Upgrade toversion0.9.1 of randtest.nb



